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EXCLUSIVE

while it is important to detect cyber attacks, it is also important to respond quickly and
effectively to mitigate damage. having a process in place to respond to an incident is
essential in order to ensure that data is secured and the incident is contained. the key
to an effective response is to have an incident response team that is trained in the
same way as an information security team, to ensure all steps are taken in a timely
manner, and to minimise the impact of any downtime on a business. disa instituted an
approach for data-intensive, computer-aided information systems in the mid-1980s, and
it continues to evolve. according to the defense support center, the national security
agency and department of defense have spent more than $25 billion on information
technology since 1999. 54 in 2003, dod began to implement a software process known
as the software process improvement and execution (spie) framework. 55 the intent of
spie is to improve software development by establishing a formal process to deliver
software products on time and within budget. 56 spie is a process for the technical
management of all phases of the software development lifecycle, and contains two
principal elements: requirements and design. 57 this process was first implemented by
the army, followed by the air force, and was subsequently adopted by all other defense
agencies. the request for proposals was for a system that would be used for short-
range, high resolution tactical video imagery of the seafloor, and of a surface feature or
vessel, in a manner comparable to, but even more rapid than, current methods. the
system could also be used to conduct autonomous surveying. this was to be done by
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creating images on the seafloor or on vessels and vessels, and by the systems
operating under the control of the platform. the system was intended to supplement
other information systems such as radar, sonar, and other shipboard sensors, and
would provide a supplement to sensor data that is already being collected. data could
be delivered to the navy’s data center in real time or over the network.
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