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Graham told us that dictionaries should be narrowed in the following manner: The dictionary words with the highest potentials(essentially, the most frequently used ones) should be first. Each word should only be added to a dictionary once it has been
found at least twice in the same document(that is, a separate document from that of the username that is being cracked). Words that are also found within the document should be given preference over words that appear in a different document. Now
that we had a better foundation for his attack, it was time to put it to work. The trouble is that, as he said, it was too broad. The term "life" will be found in 1000 documents, but only once. In Diablo II: Resurrected, it will be found for each account 10,000
times. For a security professional, that's a problem. It means that we won't find the term in the 1,000 documents associated with an account at all. That's not good. The solution is to ignore the term entirely and simply try to brute force the password
until we find a match. That's exactly what Graham did. How long would a bruteforce take? It turns out that once you have a dictionary with 400,000 words, the average time to find a password on a single disk will come down to about 4 hours; on a
modern laptop, that's the same time it would take to crack a 4 character password, which is a feat that we can all certainly relate to. To account for the fact that some of the usernames will have more than two characters in the password, we can
increase this number. Using a dictionary of 1,000,000 words, we can average a success rate of 1 in 650 per document. For each 8 character password, it will take 2,500 documents to find a match, so on average it will take 3.6 hours. On a laptop, this
adds up to around 120 minutes or 3.3 hours.
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Once we've found enough
matches, we can then move on
to brute-forcing, which is
cracking long and complex
passwords. With that in mind,
we can increase the time spent
cracking passwords and have it
happen every three hours
rather than every 12 hours.
This will ensure that our
bruteforce script won't crash
and burn on a single day If it
happens to run into a single
document that has a password




in it. With that in place, and
with this additional step, we
now have the ability to not only
find passwords, but to make it
as easy as possible for the user
to guess. | need to stress the
iImportance of beginning
password attacks with the goal
of finding a match, not only to
prevent future password
attacks, but to make the
finding as convenient as
possible to the user in case
they do have a password to fix.
Instead of trying to hash an
entire wordlist, Hashcat lets
you pick a specific word, such




as the first word in my
password list, hash it, and try
to crack the rest of the words
In the list with that
perfecthash. Though the list is
long and | was interested in
cracking only the first
characters of each word,
Hashcat lets you choose the
smallest possible perfecthash
or just pick the best hash using
every cryptographically
generated Unicode character.
did not want to waste a
perfectly good computer on the
three wordlist files | had just
cracked. Moreover, because |




knew my dictionary of words
that might hash to the
perfecthash was only a small
collection of ~200 words (and
this was only the first letter of
each word, not the full words
like you might find in a
cracker’s dictionary), | was
surprised that it went past
wordlist 5ec8ef588b
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